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Traffic Gontrol

Web Traffic Load Balancing within the Seoul
Region via ALB

Minimizing Latency and Implementing Global
Anycast Routing via Global Accelerator

Private Network Traffic

Establishing Private Connectivity between AWS
and IDC via TGW and Site-to-Site VPN

Enabling Private Inter-Region Communication
between Seoul and Singapore via TG\W Peering

Purpose of Project

Building a Highly Reliable
Infrastructure

0. OverView

High Availability

« Automatic Failover to Healthy Instances within
the Seoul Region via ALB Target Groups

« Multi-Region Automated Routing via Global
Accelerator for Regional Outage Recovery

DNS Query

« Enhanced User Accessibility through Public

DNS Configuration

 Internal Domain Communication between

Regions and DB Servers via Route 53 Private
Hosted Zones



| | 02. Structure
Architecture Design
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Global Accelerator

&
Access Optimization via Optimal
Path Routing

TGW

D

Transit Gateway

Centralized Network Hub for
Integrated Multi- and
Management

Service Stack

Routeas

Routedd

Resolution and Optimal
Endpoint Routing for User
Requests

ALB

Application LoadBalancer

Health Check-Based
and Automated
Server Failover Service

03. Services

VPN

(7]

Site to Site VPN

between On-premises IDC and
AWS VPC via



_ _ _ 04-1. Gonfiguration
Gonfiguration (LISt of InStance)
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- 04-2. Configuration
Gonfiguration (ALB)
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04-3. Gontiguration

Gonfiguration (Global Accelerator)
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04-4. Gontiguration

— ;

Master ®ted (0.001 sec)
_ SER "slave @ % ) ) : :

B rows affected (0.002 sec)

HOW SLAVE STATUSY

: r 3 = = . Slave_I0_State: Waiting for master to :
MariaDB [(none)]> GRANT REPLICATION SLAVE ON*.*T0 'slave'@'s'; > Master Host: 10.2.1.100
Query 0K, 8 rows affected (0.802 sec) Master_Use :

7 Master_Por

MariaDB [(none)]> FLUSH PRIVILEGES; _— ) 7 Eonnectjmi{v: E
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Slave_SQL_Running:
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Replicate Do Table:
Replicate Ignore Table:
Replicate Wild Do Table:

MariaDB [(no

DB replication with a read-only
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04-5. Gontiguration

Gonfiguration (Service Failure)

Normal Operation

Seoul Region

I DB Server
| p—— ALB ——— Web Server ———» o >%
Status Check Status Check Status Check ( as er}
I Health Check Health Check Health Check A
1  Gilobal :
Data Replication:
[ Accelerator 4 :
I - Optimal Path
- Guaranteed :
High Availability DB Server
I - Minimal Latency « e Web Server -~ S
I ‘;!atuq Check Status Checi-. ( IaVE]‘
Health Check Health Check

Singapore Region

GA: Health Check & Failover Protocol

r————————————————————————ﬂ
Upon Failure I
I Seoul Region callure \ncident
o o @ O o~
r . A |
I b ALB $—— Web Server [ $¢——— Mf_izﬁrgﬂ (NG
Health Check Health Check o Health Check Y
> Fail > Fail (STOP > Fail -
| Web Daem®
Master DB
I Accelerator e Failure
Detected
I — - -y Web Server ———— DB Server
¢ reqU estS Health Check Health Check . (Slave)
Subﬁeﬁgen Sin gapgre = Normal => Normal

directed ! Singapore Region

~]#cat pingcheck.sh

if ping -gc 20 -W 1 $HOST_TO_ CHECK =
echo "IDC-DB $HOST TO CHECK 1is up"
systemctl start httpd

else
echo "IDC-DB $HOST _TO CHECK 1is down"
systemctl stop httpd

Continuous DB Health Monitoring
Health Check Performed Every 10 Minutes

[|nn+ﬂ THqﬂrﬂlH—ﬂ is-websrvl: ~]#cat pingcheck.sh

a5

HDbT_TD CHECK=16.4.1.100

if ping -gc 280 -W 1 $HOST _TO CHECK =
echo "IDC-DB $HOST TO CHECK 1is up"

systemctl start httpd
else

echo "IDC-DB $HOST_TO CHECK 1s down"
systemctl stop httpd
[root@s ingapore-aws-websrvl: ~J#crontab -1
*f10 * * * * fropt/pingchecker.sh




[AWS Seoul Region]
10.1.0.0/16
seoul.vpc.internal

seoul.idc.internal
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[AWS Global Network]

Network Infra

User Access

[Inter-Region Transit

[AWS Singapore Region]

10.3.0.0/16

singapore.vpc.internal

Gateway Peering]

 [Site-to-Site VPN

[On Premise Network

[On-Premise IDC (Singapore)] .

10.40.0/16 I |p'and Domain Information

4 el (1Psec)]
[On-Premise IDC (Seoul)] ..l
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05-1. Netwark Infra

r—_—_—_—_—_—_

AWS Seoul Region AWS Singapore Region
IP Domain Role P Domain Role ‘|
10.1.3.100 | websrvi.awsseoul.internal | Web Server 10.3.3.100 | websrvi.awssingapore.internal | Web Server ‘l
10.1.4100 | websrv2.awsseoul.internal | Web Server |
|
Seoul On-premises Singapore On-premises I
IP Domain Role IP Domain Role |
10.2.1.100 dbsrv.idcseoul.internal DB Server(Master) 10.4.1.100 dbsrv.idcsingapore.internal DB Server(Slave)|
10.2.1.120 dnssrv.idcseoul.internal DNS Server 10.4.1.200 dnssrv.idesingapore.internal | DNS Server |



05-2. Network Infra

Network Traffic & DNS Query Analysis
TGW, Site to Site VPN, Peering

Singapore
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06-"1. Network & DNS

Network Traffic 8§ DNIS Query Analysis
eou

¢ \WEB Server ¢ DB server 2

root@seoul - AWS -WebSrvl:

Jnome/ecd-user

#./pingtest.sh

[ec2-user@ip-10-2-1-1008 ~]% sudo ./pingtest.sh

ue Mar 24 03:55:25 UTC 2026

st
host

websrvl. aws

J.1.4.1

[=11-1
[=11-1
[=11-1
A1-11-1
e T
[=11-1
[=11-1

2 -11-1
e T

15
15
15
15
15
15
15

segul . tnternal 1is

up
up
Ll |::|
up
up
up
up
Ll |::|

websrv2.awsseoul. internal is up
dbsrv.idcseoul. internal 1is up
dnssrv.idcseoul. internal is up

websrvl. aws

singapore. internal 1is

up

dbsrv.idcsingapore. internal is up
dbsrv.idcsingapore.internal is up

Tue Mar 24 04:04:25 UTC 2026

host
host
host
host
host
host
host
host
host
host
host
host
host
host

J.1.4.

websrvl.awsseo
websrv?.awsseoul. internal 1is

100 1s
100 1s
100 1s
200 1s
100 1s
100 1s
200 1s

up
up
up
up
up
up
up
ul.internal 1is up
up

dbsrv.idcseoul.internal is up
dnssrv.idcseoul. internal 1is up

websrvl.awssingapore. internal 1is

up

dbsrv.idcsingapore. internal 1is up
dbsrv.idcsingapore. internal 1s up



| | 06-2. Network & DNS
Network Traffic & DNS Query AnalysIS
Singapore

¢ \WEB Server ¢ DB server 2

"':'II'|-'1;4|""'I":' AwWs-websrvl: jJhomey/ecit-user .,-'pmg 251T.5 - -Uusergip-1o-4 J ~ |3 SUQO ./pingtes
.—_*-"r EI-4 EIEI .i-i UTC 2026 ue Mar i-i‘r 04:085: 4]’ UTC 2026
] . ”l (= ] _ _-__'.u. '|-..| ”l"

s up g 'I.'. 108 15 up
=l st 16.2.1.100 L: up
L5 Up st 19.2.1.200 1s up
LS up st 10.32.3.100 15 up

; up " 100 is up

: JE up
websrvi.awsseoul.internal is up
websrv2.awsseoul.internal is up

e
websrvl.awsseoul.internal is up
websrv2.awsseoul.internal is up _
dbsrv.idcseoul.internal 1is up -+ dbsry

v.ldcseoul. internal 1s up
dnssrv.idcseoul. internal is up
websrvl.awssingapore.internal 1is up
dbsrv.idcsingapore. internal 1s up
dbsrv.idcsingapore. internal is up

dnssrv.idcseoul.internal 1is up
websrvl.awssingapore. internal is up
dbsrv.idcsingapore.internal is up
dbsrv.idcsingapore. internal 1is up
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